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Abstract: In this paper, we propose a new blind video watermarking algorithm for the copyright protection of
multimedia colour videos. The novelty in the presented approach consists in designing a hybrid Discrete Wavelet
Transform (DWT) and Discrete Cosine Transform (DCT) based digital video watermarking. The distortion caused by
watermarking is assessed by using peak signal to noise ratio (PSNR) and similarity structure index measure (SSIM)
and robustness against different types of attacks have been assessed using Stirmark. The proposed video watermarking
algorithm provides better imperceptibility in harmony with the human visual system and offers higher robustness

against signal processing attacks.
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I. INTRODUCTION

As a result of the rapid growth in the digital computer
technology, for the last few years there has been a large
demand for video watermarking products due to the fact
that there are so many videos available at no cost on the
World Wide Web, which need to be, copyright protected
and ownership authenticated [1]. The protection of
intellectual property rights and digital media has become
in great demand. Thus, the best way to protect multimedia
products against illegal transactions is through hiding
information within the cover called digital watermarking.

The use of digital watermark technology, which has
become more convenient, depends on hiding watermark
in a digital medium. The watermark is the information
regarding the owner of a copyright for this digital media.
This could be a brand image, a serial number or any other
digital information that describes the copyright [2]. For
this digital interface, a watermark and a digital interface
can be merged to make it difficult to be separated from
each other. Whenever it is required to validate the
copyright, the watermark is extracted from the digital
interface to prove their legal owner. The watermark must
be robust against several attacks either intentional or non-
intentional [3]. To be effective, a watermark needs to
have certain features such as being imperceptible and
undeletable.Any watermarking technique consists of an
encoding algorithm which embeds the watermark
information into the host cover and decoding algorithm to
extract the watermark information from watermarked
cover [4]. The objective of this project is to develop a
hybrid discrete wavelet transform and discrete cosine
transform based video watermarking algorithm which
embeds robust ownership watermark information into
video frames to protect the copyright ownership.

1l. REVIEW OF DWT AND DCT

Copyright to IJIREEICE

The proposed digital video watermarking algorithm is
based on hybrid Discrete Wavelet Transform (DWT) and
Discrete Cosine Transform (DCT). A brief review of
DWT and DCT are described below.

A Discrete Wavelet Transform (DWT)

A wavelet is a waveform of effectively limited duration
that has an average value of zero. While comparing
wavelets with smooth and predictable sinusoidal waves
the basis of Fourier analysis, wavelets tend to be irregular
and asymmetric. The wavelet analysis is the breaking up
of a signal into shifted and scaled versions of mother
wavelet. In discrete wavelet analysis, we use the concept
of approximations and details. The approximations are the
high-scale, low-frequency components of the signal,
which gives the signal its identity, while the details are
the low-scale, high-frequency components, which imparts
flavor.

In the proposed video watermarking technique, the
discrete wavelet transform (DWT) decompose a selected
channel of a video frame into a lower resolution
approximation (LL) as well as horizontal (HL), vertical
(LH) and diagonal (HH) detail components. This
decomposition process can be repeated to compute
multiple "scale" wavelet decomposition and 2 levels
DWT decomposition model is shown in Figure 1 [5, 6, 7].
Accurate aspects of the HVS is the one of main
advantages of the wavelet transform as compared to the
DCT and this allows us to use higher energy watermarks
in regions that the HVS is known to be less sensitive to,
such as the high resolution detail bands {LH, HL, HH}.
Embedding watermarks in these regions allow us to
increase the robustness of our watermark, at little to no
additional impact on video quality.
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FIGURE 1. 2 LEVELS DWT DECOMPOSITION MODEL

B. Discrete Cosine Transform (DCT)

Basically, DCT is a process of converting a signal from
spatial domain to frequency domain. There are three
regions of frequency the image will be divided into low
frequencies sub-band (FL), middle frequencies sub-band
(FM) and high frequencies sub-band (FH). Figure 2
shows a block of components illustrating the regions of
frequency sub-bands. The energy distributes from low
frequency to high frequency which means that from high
energy to low energy in a zigzag scanning manner as
shown in Figure 3 [8, 9, 10].

m

m

Figure 3.Zigzag scanning
pattern

Figure 2.DCT frequency
sub bands

Mathematically, the DCT transform can be expressed as
follows:

2 |2 M-IN -1 (@m+ur  (2n+lvr
yuv)=y——a a ¥ T x(mn)xcos €08 (1)
uv
M N L=0v=0 2M 2N

a o .
where ~vand "V are given by:

The robust copyright encoding algorithm embeds the
binary ownership information into the colour video file in
hybrid frequency and wavelet domain using DWT and
DCT, respectively. Initially, the colour video file is
converted into frames and transformed into RGB color
space and selects a suitable channel for watermarking.
Then 2-level DWT ‘haar’ wavelet decomposition is
applied to the selected channel to obtain the LL2 sub-
band as shown in Figure 1. Subsequently, the LL2 sub-
band is divided into a non-overlapping (8x8) blocks and
converted into a frequency domain using DCT. The
resultant coefficients are rearranged from low frequency
to high frequency order using zigzag pattern selection
criteria. Then, the ownership watermark is embedded into
a selected coefficients using scaled odd/even embedding
technique. The complete encoding algorithm is
summarized in Algorithm 1, where fk indicate video
frame, I(x,y) represent the watermark information, Qe
represents even quantization and Qo represents odd
quantization to the nearest integer number. The symbol
“A” indicates the watermark strength scaling factor.

Algorithm 1: Embedding copyright watermark

Initialize: DCT block size, Wavelet type, Scaling factor
(A)
Input: Selected channel of video frame (f,), Watermark
information (lo)
Output: Robust watermarked video frame (fwy
Finding 2-level DWT
[LLy, LH,, HL;, HH,] = DWTI[f]
[LL,, LH,, HL,, HH,] = DWTI[LL4]
Finding DCT of Nyg 8%8 sub-blocks of LL,
for k=1to NuB do
fori=1 to 8 do
for j=1 to 8 do
find LL, sub-block components from
LL,
end for
end for
DLLz(u,v) = DCT {LLa(i.j)}
end for

i =0 e Encoding watermark bits
a“:(‘t Lousldeli-L fork=1 to NHB do
if lo(x,y) = 0 then
avjjl/ﬁv:u jAQ (DLL 2 (X, y))
e DLL2k(xy)={" "' a  j3
The Inverse DCT transform can be expressed as follows: else oL ey
|2 [2M 1N *1a o V(o vreoos 2MEDUT (20 + dva DLL , (X,Y)
. ’*J; v T T e 2 o @ DLL2k(x,y):JAQ°{ A }
where x(m, n) is the pixel intensity of selected channel of end if PLL 2 (60 9)
video frame block in row and column and y(u,v) is the end for
DCT transform coefficients in row and column of the
DCT block. . i
111.PROPOSED METHODOLAGY A. Watermark Decoding Algorithm
A Watermark Encoding Algorithm
Copyright to IJIREEICE DOI 10.17148/IJARCCE 40
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The robust copyright decoding algorithm extracts the
binary ownership watermark information from hybrid
DWT-DCT watermarked colour video file. Initially, the
hybrid DWT-DCT watermarked colour video is converted
into frames and transformed into RGB color space. Then
2-level DWT ‘haar’ wavelet decomposition is applied to
the selected channel of video frames. Afterward, LL, sub-
band is divided into a non-overlapping (8x%8) blocks and
converted into a frequency domain using DCT. Then
watermark information is extracted from selected
coefficients using scaled odd/even extraction method of

equatlon.( DL, )

U
U

Even

U

Ir (i, j) =1

= Odd = Ir(i,j)=0

where Q indicates the quantization to the nearest integer
value, Ir indicate the extracted watermark information and
A is the watermark strength scaling factor.

IV.RESULT ANALYSIS

In this section, the performance of the proposed hybrid
DWT-DCT video watermarking algorithm is evaluated
experimentally using different colour video files and a
(64x64) binary logo has been used as a watermark. The
video frames and the watermark logo are shown in Figure
4. The experiments are implemented in MATLAB 2012
under a Windows7 environment on an Intel Core2 Duo
2.4 GHz processor with 4GB of RAM.

S 2, N #,
\ ‘:';f”, A\ "-'r't”,
R G
/,;‘;\\\\ /,;‘:\\\\

Original watermark logo Extracted watermark logo

for distortion measurement between the cover video
frames and the watermarked video frames [9, 11], Mean
while the Bit Error Rate (BER) and the Normalized
Correlation (NC) are used to measure the quality of
extracted watermark logo from the video frames.

The Peak Signal to Noise Ratio (PSNR) is used as a
metric to measure quality video frames. PSNR penalizes
the visibility of noise in the video frames. Thus, two video
frames that are exactly the same will produce an infinite
PSNR value. PSNR is given by.

2552
PSNR = 10.log;o (22)

The Structural Similarity Index Measurement (SSIM) is a
measure that compares local pattern of pixel intensities
that have been normalized for luminance and contrast.
The higher SSIM is, the larger the similarity between the
compared video frames. SSIM is given by.

SSIM(fo, fw) = (L(fo, fw))a. (C(fo, fw))B. (S(fo, fw))Y

2u,u, + A 20,0, +B
Lo,w)= —>——— C(ow)=—"—"—"
Hy +uy + A o, +o,+B
o + C
S(0,w) = —"*

cyo, +C

Where fo represents the original video frame and fw
represents a watermarked video frame. L, C and S
represent the luminance, contrast and structure
components respectively, while o, B, y are parameters
used to adjust the relative importance of the luminance,
contrast and structure components.

The Normalized Correlation (NC) is a measure used to
analyze the performance of the extracted watermark
information. If both the original and the extracted
watermark are the same, then the value of NC will be 1.
NC is given by.

NC = Z (lox,ylex.y)/l())z(;y
Xy

Where lo, le represents the original watermark and the
extracted watermark information.

TABLE 1. PSNR AND SSIM ANALYSIS OF WATERMARKED
COLOUR VIDEO FRAME

A=8 A=16 A=24
PSNR | SSIM PSNR | SSIM PSNR | SSIM
Videol | 63.50 0.9999 | 57.79 0.9996 | 54.60 0.9992
Video2 | 63.55 0.9999 | 57.73 0.9994 | 5441 0.9985

TABLE Il. NC AND BER ANALYSIS OF EXTRACTED
WATERMARK UNDER FILTER ATTACK

A Filter 3x3 | Filter 5x5 | Filter 7x7 | Filter 9x9
8 NC 0.8561 0.7082 0.5757 0.5329
BER | 0.1406 0.2932 0.4238 0.4609
16 | NC 0.9547 0.8974 0.7704 0.6668
BER | 0.0391 0.0942 0.2312 0.3418
Watermarked videol Watermarked video2 frame 24 | NC | 0.9809 0.9306 0.8471 0.7337
frame BER | 0.0166 0.0649 0.1460 0.2646
Figure 4. Watermark logo and video frames selected for watermarking TAB LV% K‘II'E'\IIQCI:\/I':“A’;DK ?JIE\IRD/EEI?(_ZX?_IISI\I?;FAE');L%AKCTED
The Peak Signal-to-Noise Ratio (PSNR) and the
Structural Similarity Index Measurement (SSIM) are used [ A | [80% [70% [60% [50% [40% [30 |
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%
8 | NC | 0913 0.916 0.901 0.885 0.867 0.8
3 5 8 2 2 248
BE | 0.086 0.085 0.095 0.113 0.137 0.1
R 7 7 5 5 5 748
1 | NC | 1.000 0.999 1.000 0.999 0.998 0.9
6 0 6 0 6 2 881
BE |0 0.000 0 0.000 0.001 0.0
R 2 2 7 156
2 | NC | 1.000 1.000 1.000 1.000 0.999 0.9
4 0 0 0 0 6 971
BE |0 0 0 0 0.000 0.0
R 2 046

TABLE IV. NC AND BER ANALYSIS OF EXTRACTED
WATERMARK UNDER ROTATION

A 1 3 5 7 9 11
degre | degre | degre | degr degr degr
e e e ee ee ee
8| NC 0914 | 08389 | 0870 | 0.84 0.838 | 0.82
4 9 1 74 1 44
BE 0.083 | 0104 | 0113 | 0.13 0.138 | 0.14
R 3 0 3 33 7 89
1| NC 0.977 0958 | 0935 | 0.91 0.900 | 0.88
6 3 6 6 80 7 81
BE 0.015 | 0.030 | 0.045 | 0.05 0.071 | 0.08
R 9 5 9 91 3 25
2 | NC 0.982 0955 | 0935 | 091 0.898 | 0.89
4 4 4 9 47 2 17
BE 0.012 0.032 0.044 | 0.06 0.074 | 0.08
R 7 0 7 13 7 15

The watermarked video frames are subjected to various
attacks such as filter, scaling and rotation under different
watermark strength scaling factor. The quality of
watermarked video frames are analyzed using PSNR and
SSIM, mean while the extracted watermark information is
evaluated using the NC and the BER. Tablel shows the
PSNR and SSIM of watermarked video frames under
different watermark strength scaling factor, mean while
Table 2, 3 and 4 are shows the NC and BER of extracted
watermark logo under filter attack, scaling attack and
rotation attack respectively. Figure 5, 7 and 9 are shows
the NC analysis of extracted watermark logo under
different attacks, mean while Figure 6, 8 and 10 are show
the BER performance analysis.

I scaling factor = 8
Scaling factor = 16
|| Scaling factor = 24 ||

Normalized Correlation (NC)

3 5 7 9
Video Frame Filter [sizel

Figure 5. NC analysis of extracted watermark logo under
filter attack

Copyright to IJIREEICE

0.45

| | Scaling factor = 8 [
[ scaling factor = 16
04 I scaling factor = 24 [

Bit Error Rate (BER)
(=]
N
(4]

Video Frame Filter [size]

Figure 6. BER analysis of extracted watermark logo under
filter attack
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Figure 7. NC analysis of extracted watermark logo under
scaling attack

I scaling factor = 8
[ scaling factor = 16
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Figure 8. BER analysis of extracted watermark logo
under scaling attack

T T
] Scaling factor =8 ||
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Figure 9. NC analysis of extracted watermark logo under
rotation attack
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Figure 10. BER analysis of extracted watermark logo
under rotation

V. CONCLUSION

This paper proposed a novel digital video watermarking
technique using a hybrid DWT-DCT function. In this
study, a binary logo is utilized as a watermark and colour
video frames are utilized as a cover. Based on our
experimental results analysis we have come to the
conclusion that the proposed video water marking is
highly efficient and is capable of withstanding almost all
sorts of signal processing attacks. The distortion caused
by watermarking is assessed by using peak signal to noise
ratio (PSNR) and similarity structure index measure
(SSIM) and robustness against different types of attacks
have been assessed using Stirmark. Therefore, the
proposed method is a very good candidate for copyright
protection for video files.
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